GDPR STATE OF COMPLIANCE
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OUR GDPR APPROACH
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Our processing activities have been mapped and entered in the register of
“processor” and “subcontractor” processing activities.

Technical security measures (encryption, pseudonymisation...) and risk management
procedures have been implemented within the framework of a “security reference
system” exhibiting a high level of guarantees. These devices are regularly tried and
tested.

Our staff has been trained and made aware of the impacts of GDPR. We have
adopted an approach of “Privacy by Design” in compliance with the best practices
recommended by the CNIL [French Data Protection Authority] in order to ensure the
protection of the private life of all parties.

A Data Protection Officer (DPO) has been appointed to ensure that we respect our
obligations and to advise us on the measures that should be adopted in order to
maintain a high level of compliance and protection of individuals.
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“DATA FRIENDLY"” SERVICES

Performance of a thorough impact analysis relating to the protection of the

@%’ data on the platform

Performance of intrusion tests on a regular basis

Robust and proven safety devices to ensure the confidentiality and the
availability of data

News ticker (“crawl”) displaying information and measures for obtaining
consent in accordance with GDPR requirements

Provision of tools for customization in our clients’ fields:
e Standard privacy policy

e Standard general conditions of use
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A DATA COMPLIANCE AT THE SERVICE
OF OUR CLIENTS

Availability of a “GDPR Compliance Pack” to accompany our clients in their own
approach towards compliance including:

A Data Protection A pre-filled processing A prior-impact analysison A dedicated communication
Agreement (DPA) covering activity register form to be the protection of the data channel with our DPO
the use of our services included in your register (pre-PIA)

in compliance with CNIL
requirements
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A WELL-KNOWN AND CERTIFIED APPROACH

Accompaniment in the approach OpenDataSoft obtained the
towards compliance by a GDPR Governance Label
specialized and triply accredited issued by the CNIL
law firm (French National Commission on Informatics and Liberty)
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